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Appeal No.: EA/2011/0061 

 
 

DECISION OF THE FIRST-TIER TRIBUNAL 
 
 
The Tribunal dismisses the appeal for the reasons set out below.  
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REASONS FOR DECISION 

 
 

Introduction 

1. There was no dispute between the parties as to the relevant legislation 

to be considered in this case and the relevant provisions are helpfully 

and correctly set out by the Commissioner in his Response to the 

Appeal at paras 5-11. For the sake of completeness a copy of the 

Response is attached to this Judgement at Annex A. The Response is 

not however incorporated into the Judgement and only those parts 

specifically referred to as being approved are approved by the Tribunal. 

2. The factual background to this Appeal is also not in dispute between 

the parties and it is also correctly summarised by the Commissioner in 

the Response at paras 15-20. 

The complaint to the Information Commissioner 

3. On 15 August 2010 the Appellant complained to the Commissioner.  

4. On 14 February 2011 the Commissioner issued his Decision Notice. 

The Commissioner found that the Public Authority had correctly applied 

the exemption in section 36(2)(c) of FOIA. The Commissioner did not 

consider the exemptions in section 40(2) or 31(l)(a) of FOIA (also 

claimed by the public authority) save that he commented that he did 

not believe that the time spent considering the operation of any 

exemption could be correctly taken into account when considering the 

appropriate limit. 

5. The Commissioner found that the Public Authority had breached 

section 17(3) of FOIA by failing to explain, by the time of its internal 
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review, why the public interest factors that favoured the maintenance of 

a qualified exemption outweighed the public interest in disclosure of the 

information. The Commissioner did not require the public authority to 

take any steps as a result. 

The appeal to the Tribunal 

6. On 5 March 2011 Mr Benson submitted an appeal to the Tribunal 

(IRT). His Grounds of Appeal are set out in the Open Bundle of 

Documents before us at pp 38-41. 

7.  In the Commissioner’s Response the Grounds of Appeal are 

summarised at paragraph 44. The Tribunal noted that the Appellant in 

his Reply to the Response did not challenge this summary. The 

Tribunal also noted that although Mr Benson’s Reply set out ‘Further 

Grounds for Appeal’ these were largely a restatement or expansion of 

the existing grounds. Mr Benson did however in his ‘Further Grounds 

for Appeal’ assert that the Commissioner had erred in concluding that 

the public interest favoured maintaining the section 36 exemption. 

8. The Commissioner's summary of the Grounds of Appeal was as 

follows: 

(1) The Appellant was not given an opportunity to comment on 

information supplied by the Public Authority to the Commissioner 

before the decision was reached and published. In particular, he has 

not seen any evidence presented by the Public Authority to explain 

how the release of the emails would render its IT systems inoperative. 

Further, he did not have an opportunity to comment on the allegation 

that he had previously disrupted the activities of an unnamed 

university, which he assumed was a reference to Plymouth where he 

had campaigned about the university's slogan. Further, he did not have 

an opportunity to comment on the Public Authority's evidence of 
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transparency and whether staff were willing to exercise their rights 

under FOIA; 

(2) The Public Authority only published 23.3% of its staff email 

addresses. However, universities on average published 42% of staff 

email addresses and, for example, Cambridge University published 

9,232 email addresses comprising 90.8% of their staff; 

(3) The Public Authority had not adopted alternative steps, such as 

using online forms, publishing email addresses only in searchable 

databases or displaying email addresses in image format. This 

demonstrated that the Public Authority had exaggerated the extent of 

the problem; 

(4) There was an error in the Decision Notice, in that it claimed that if 

the Appellant contacted 5,291 members of staff at the Public Authority 

twice a year and each member of staff spent 30 seconds deleting the 

email each time, this would cause 881 hours of disruption to the Public 

Authority. However, the correct outcome of this calculation is only 88.1 

hours. Further, it would only take 3 seconds to delete an unwanted 

email and therefore any alleged disruption would only be 8.81 hours; 

and 

(5) Generally, it was relevant that universities regarded the Appellant's 

FOIA requests as a problem to be dealt with and he had seen 

derogatory comments about himself and his medical problems on 

higher education bulletin boards. The Appellant has also provided the 

Tribunal with a copy of legal advice provided to the Association of 

Heads of University Administration by the law firm Martineau. 
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The questions for the Tribunal 

9.  The Tribunal took the summary of the Grounds of Appeal, together 

with the assertion that that the Commissioner had erred in concluding 

that the public interest favoured maintaining the section 36 exemption, 

as the questions to be considered. 

Evidence 

10. The parties agreed that this matter should be considered ‘on the 

papers’ only and we have heard no live evidence or oral submissions. 

No parties or representatives have attended the hearing. 

11. We have considered, from the Appellant, the Notice and Grounds of 

Appeal, the Appellant’s Reply to the Commissioner’s Response and 

the Appellant’s Reply to the Second Respondent’s Response 

12. We have considered, from the Commissioner, the Decision Notice, and 

the Response to Appeal. 

13. We have considered, from the public authority, the Response to 

Appeal. 

Analysis of Grounds of Appeal 

 

Ground 1  
 

14. The Appellant argues that the Commissioner did not give him an 

opportunity to challenge information given in support of the exemptions 

claimed by SHU.  

 

15. The Commissioner responds by stating that this is a procedural matter, 

thus is not a valid ground of appeal. 
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16. However, the Commissioner goes on to address the three main issues 

which fall within ground 1, in summary, as follows: 

 
a. In relation to evidence supplied by SHU to demonstrate that its IT 

systems would be rendered inoperable, SHU had in fact set out its 

position in correspondence with the Appellant. As a result, the 

Appellant had been able to make submissions in response, as a 

consequence of which the Commissioner had given little weight to 

SHU’s argument in relation to “denial of service” (“DoS”) attacks. 

 

b. The Commissioner then addresses the Appellant’s issue 

concerning the allegation that he had disrupted the activities of 

Plymouth University using information obtained under the Freedom 

of Information Act (“FOIA”). He notes that the Appellant has not 

denied that he conducted a campaign against them, only that this 

caused any disruption. The Commissioner asserts that he did not 

make any finding of fact about this campaign or whether it had 

caused disruption. Instead he took into account the likelihood of 

potential disruption through disclosure of the requested information 

to the general public. 

 
c. Finally in relation to ground 1, the Commissioner accepts that he 

took SHU’s evidence, relating to their transparency and the 

willingness of staff to make use of FOIA, into account. However, he 

notes that nothing in the Appellant’s notice of appeal has changed 

his view in relation to this and with regard to the balance of public 

interest. 

 

17. The second respondent (SHU) also address these points, relying 

primarily on the Commissioner’s arguments, reiterating in particular 

that they are under no obligation to provide their evidence to the 

Appellant during the course of the Commissioner’s investigation. 
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18. In relation to these arguments the Tribunal concluded that this is not a 

valid ground of appeal as it does not appear to raise anything which 

demonstrates that the Decision Notice is not in accordance with the 

law; similarly nothing which amounts to an exercise of discretion by the 

Commissioner which ought to have been exercised differently. 

 

Ground 2 

 

19.  The Appellant’s second ground relates to the lower percentage of 

email addresses published by SHU on the Internet in comparison with 

other universities and the argument that the Commissioner did not take 

this into account. The Tribunal interpreted this as an argument that the 

Commissioner ought to have exercised his discretion differently. 

 

20. In response the Commissioner argues that he did indeed take this into 

account, noting that other universities publishing a higher percentage 

of email addresses deploy techniques to prevent disclosure of whole 

lists via the internet, such as links to searchable databases. He also 

considers the necessity of publishing whole staff email lists and notes 

that SHU do have addresses for staff with public facing roles on its site. 

 

21. SHU state that based on their experience, publication of a higher 

percentage of email addresses would lead to further “spam” and 

“phishing” attacks. They also indicate that the Appellant himself has 

acknowledged the approach taken by other universities, designed to 

prevent access to whole lists. 

 
 
22. The Tribunal concluded that the Commissioner has given appropriate 

weight to the potential disruption and prejudice to SHU’s business, 

basing this on evidence of previous “spam” and “phishing” attacks 

following inadvertent disclosure of email address lists. 
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Ground 3 

 

23. The appellant claims that SHU have exaggerated the extent of the 

potential problem of spam and asserts that as they adopt no steps to 

prevent it, this is proof of exaggeration. Such steps include the use of 

on-line forms, searchable databases or the display of email addresses 

in image format.  

 

24. In his direct response to this ground, the Commissioner appears to 

focus on why SHU do not consider it necessary to publish a complete 

list of staff email addresses rather than whether SHU have 

exaggerated the extent of the problem. Whilst this analysis is useful in 

establishing why publication is unnecessary, his response to ground 2 

is more relevant and helpful. Here he considers whether the risk has 

been overstated by SHU and concludes that it has not, basing his 

judgement on the evidence provided by SHU in relation to previous 

attacks, as discussed at paragraph 11 above. 

 

25. SHU point to their submissions in relation to ground 2, reiterating that 

in their opinion and based on empirical evidence, there exists a real 

risk of disruption due to increased spam and phishing attacks. 

 
26. The Tribunal concluded that whilst it may be true that SHU’s lack of 

preventative measures already puts them at risk, this does not mean 

that the risk is non-existent. Nor does it follow that they should increase 

the risk by disclosure of full lists to the general public. 

 
Ground 4 

 
27. The Appellant highlights an error of calculation in the Decision Notice 

relating to the number of hours of disruption which would be caused by 

him sending two emails per year to all staff members. The error 

magnifies the estimated disruption by a magnitude of ten, resulting in a 

figure of 881 hours. The actual result of the calculation should be 88.1 

hours. This, he claims, has meant that the Commissioner has given 

 - 9 -



Appeal No.: EA/2011/0061 

SHU’s argument greater weight than should otherwise have been 

accorded. He goes on to argue that in fact it should only take 3 

seconds to delete an unwanted email, thus resulting in 8.81 hours per 

annum across all staff. 

 

28. The Commissioner has acknowledged the error (made by SHU) and 

agrees that the Appellant’s figure of 88.1 hours is the correct outcome 

of the calculation. 

 
29. Notwithstanding the error, the Commissioner makes clear that he has 

taken into account the potential disruption caused by emails from other 

likely sources given that disclosure is to the general public and indeed 

potentially worldwide. 

 
30. The same scenario is claimed by SHU, who also highlight the risk 

posed by “spam” and “phishing” attacks resulting from potentially 

worldwide disclosure. 

 
31. The Tribunal concluded, based on the evidence provided in relation to 

other attacks following inadvertent disclosure of email lists, that there is 

a real likelihood of further incidents of this nature with the prospect of 

significant disruption. 

 
32. Despite the Appellant’s assurances about his own IT security 

measures and intentions, the Tribunal agreed that disclosure has to be 

regarded as to the world at large thus the likelihood of disruption on a 

larger scale is real and must therefore be taken into account.  

 
Ground 5 
 

33. The Appellant has expressed concern that a concerted effort is in place 

to frustrate his FOIA requests and provides evidence in the form of 

legal advice from the law firm “Martineau”. He alleges that the 

Commissioner has failed to take this fact into account.  
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34. Similarly that no regard has been given to the evidence of derogatory 

comments about him posted on bulletin boards by university staff. 

 
35. In response the Commissioner asserts that whilst he does fully support 

the proper exercise of rights under FOIA, he does not believe that SHU 

have acted improperly in dealing with the Appellant’s request. He goes 

on to state that argument is irrelevant in any event, in relation to the 

consideration of section 36(2)(c). 

 
36. SHU have attested that they dealt with the Appellant’s request “...in 

accordance with appropriate policies, with careful consideration and in 

good faith”. 

 
37. The Tribunal accepted that it must feel rather intimidating to discover 

that a law firm is issuing advice on how to deal with your requests 

under FOIA but considered this issue to be irrelevant to the 

consideration of the exemption in question. 

 

38. The Tribunal acknowledged that the alleged comments relating to the 

Appellant’s health are both unpleasant and unnecessary but not 

pertinent to whether the exemption under s.36 was appropriately 

claimed 

 

 

Has the exemption in s.36(2) been properly claimed? 

 
39. In order for the exemption to be properly engaged, the public 

authority’s “qualified person” must give a reasonable opinion to the 

effect that disclosure of the requested information would, or would be 

likely to prejudice the effective conduct of public affairs (in other words, 

the carrying out of its core function). 

 

40. Taking each element of this in turn; firstly, the Tribunal agreed that 

SHU’s Vice Chancellor is the “qualified person” for the purposes of this 

exemption.  
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41. It is clear that the Vice-Chancellor gave his opinion on this matter at the 

time that the request was being considered, i.e. 20th May 2010 and 

also at the time of internal review, 19th July 2010.  

 

42. In relation to the issue as to whether the Qualified Person’s opinion that 

disclosure would be likely to prejudice the effective conduct of public 

affairs was objectively reasonable – the Tribunal carefully considered 

all the relevant submissions but ultimately approved and adopted the 

detailed analysis set out by the Commissioner at paragraphs 29-33 of 

the Commissioner’s Response. 

 

The Balance of Public Interest 

 

43.  Finally in relation to whether the public interest in maintaining the 

exemption outweighed the public interest in disclosing the information – 

again the Tribunal considered the submissions from the parties but 

were ultimately most persuaded by and therefore approved and 

adopted the analysis at paragraphs 34-41 of the Commissioner’s 

Response 

For all these reasons the Tribunal dismisses this appeal. 

Our decision is unanimous 

 

 

Signed: 

 

Angus Hamilton DJ(MC) 

Judge       Date: 6 October 2011 
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